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ABSTRACT

In a smart home environment that integrates IoT technology into a residential environment, the smart home hub provides
convenience functions to users by connecting various IoT devices to the network. The smart home hub plays a role as a
gateway to and from various data in the process of connecting and using IoT devices. This data can be abused as personal
information because it is closely related to the living environment of the user. Such abuse of personal information may
cause damage such as exposure of the user’s identity. Therefore, this thesis analyzed the threat by using LINDDUN, which
is a threat modeling technique for personal information protection which was not used in domestic for Smart Home Hub.
We present evaluation criteria for smart home hubs using the Common Criteria, which is an international standard, against
threats analyzed and corresponding security requirements.
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Fig. 1. Smart Home Market Size Trend

Table 1. Definitions of Smart Home

Reference

Definition

Using a wireless sensor network
with actuator functionality, the
system can automatically gather
physical sensing information and
efficiently control various consumer
home devices.

A residence that uses a Home
Controller to integrate the
residence’s various home automation
systems

A residence that has appliances,
lighting, heating, air conditioning,
TVs, computers, entertainment
audio & video systems, security,
and camera systems that are
capable of communicating with one
another and can be controlled
remotely by a time schedule, from
any room in the home, as well as
remotely from any location in the
world by phone or internet

A home equipped with lighting,
heating, and electronic devices that
can be controlled remotely by
smartphone or computer

The smart home is a privately used
home (eg home, rented flat), in
which the numerous devices of

home automation (such as heating,

lighting, ventilation), home
appliances (such as refrigerator,
washing machine), consumer
electronics and communication
facilities intelligent objects that are
based on the needs of the
inhabitants. By interlinking these
items with each other, new
assistance functions and services
can be provided for the benefit of
the resident and generate added
value that goes beyond the
individual benefits of the
applications in-house.

(12)

A Smart Home device is a thing,
whose main functionality is
extended with networking abilities
to create a new one. The additional
infrastructure for those devices, like
a base or control station, falls also
in Smart Home.
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AAHAFE Boke ALss d7rx Zrksty 9) Table 2. Definitions of LINDDUN element

o} & oZ 201244 Kristian Beckers7} A& Floment Definition

+ A 24 RS Aokt o W ES Being able to sufficiently
7129 LINDDUN 22 QA n 2Ale] oA} Linkability distinguish whether 2 101

; - (Items Of Interest) are linked
W E3 wwskgich(19). zEle 20174 or Tot.

Annanda Thavymony Rath®} Jean-Noel Being able to sufficiently
Coline] ~rlEZe] Hokde 7slsly]  <aA Identifiability | identify the subject within a

ABAC(Attributed-Based Access Control) 7]

Hke] A FA 71 A]ksledh(20).
2vtEES] 98 4 HoH °4:I’“L ZV—T"%

3% wbd, ARSAEe] w1

AR % Ao °d¥% ogl

azEge = AA WAE 99
wdlse Agstel 1wk Ackde Adel AAs
glal Abgch 919 mdYe A A A g
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A6l dF deAe Agshe Ae AP
(21].

=]

ZHAY HaEE g g Qs OME} AgA}
o] MAARS FE& e o] FEwT 9t o]
Al71e]  LINDDUN< 91§ =d3s /HdAs
(privacy)®] IRl AAeh= x2A] 7] o]t
LINDDUN Al $19el 58 77142 93

TEaE £3) oklz TrlEth 7 94l olHA
(hnkablltly), A (idetifiability), <l #
7] (non-repudiation), %4 (detectability),
AR fZ(disclosure of information), ®&1A|
(unawareness), A ]3] (non-compliance)
o|t}(22). LINDDUN®| 7+ Q4o wigt A=
Table 2.9} %},

B =l Bt ARl EESte] Ant
FBe HrpiEs AN Hsted v W
LINDDUN  7I9&  ARgsisdel. A

ofo o.?i" Im
S

set of subjects
Having irrefutable evidence
concerning the occurrence or
non-occurrence of an event or
action
An attacker can sufficiently
distinguish whether an item
of interest (IOI) exists or not
Exposing information to
someone not authorized to

Non-repudiation

Detectability

Disclosure of

information .
see it
Not understanding the
consequences of sharing
Unawareness

personal information in the
past, present, or future
Not following the (data

protection) legislation, the

advertised policies or the
existing user consents

Non-compliance

LINDDUNS] #t4 382 Fig 3.3 #t},
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Fig. 3. Work Flow of LINDDUN
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DFD D LlitinIplplulx Table 5. Data Store Threat Tree
elememt
DF1 X | X X | X X Disclosure of Information
DF2 X | X X X 1. ID_ds
g?i X § ;g AND 11 ID_dsl : Bypass protection
DF5 | X X | X X scheme
DF6 X X OR 1111 ID _ds6 : Canonicalization
DF7 X X o failure
DF8 | X | X X | X X OR[1.1.2 ID_ds7 : No protection
55190 § § § § OR|1.1.3 ID_ds8 : Weak permissions
DF11 X | X X OR|1.14 ID_ds9 @ Other consumers
DF12 | X X | X X AND 1.2 ID_ds2 @ Data intelligible
ggﬁ § § ;E § OR[1.21]  ID_dsl0 : Unencrypted
DF15 | X X | X X OR |1.2.2 Spoofing external entities
DF16 | X X | X X OR 1.3 ID_ds3 @ Extra-monitor access
DF17 | X X X OR 1.4 ID_ds4 @ Side channels
BII::%ES) § § § OR 1.5 ID_dsh : Storage management
DF20 | X X X OR |1.5.1| ID_dsll : oCCLUDED DATA
DF21 | X X X OR 152 ID_ds12 : Failure to initialize
Data DF22 X X e storage correctly
Flow gggi § § § OR 153 ID_ds13 : Failure to clear
DF25 | X X X o storage correctly
DF26 | X X X Non-Compliance
DF27 | X X X 1. NC
]]311;;58) X §(< §<( NC_1 : Attacker tampering with
DF30 XX X OR 1.1 privacy policies and makes
DF3l X 1 X X consents inconsistent
DF32 | X X | X X 111 Tampering with policy Data
DF33 X | X X o Store
DF34 | X XX X OR 19 NC_2 : Incorrect or insufficient
ngg § § X § § ' privacy policies
DF37 | X | X X X OR 121 NC_3 : Inconsistent or
DF38 | X X | X X """ | insufficient policy management
DF39 | X X | X X OR |1.2.2 NC_4 : Insufficient notice
DF40 X X
DF41 X X
DF42 | X | X X | X X Table 6. External Entity Threat Tree
DF43 X X
DF44 | X X | X X Unawareness
1. U
3.3 918 2| &4
OR 11 U_1 : Providing too much
_ e ' personal data
918 Eele o]d wAldlA #lg LINDDUN ___
ez wae > gl €S Erlgus A} or 111 U_3 : No-insufficient feedback
o and awareness tools
A% AFEL L3} 93 Er A 7l FEE : .
£ gl T AR 4 stk $UAR g OR |1.1.2| =1 Ro user fHendly privacy
) suppor
Zo)7] 3 Q0 7o) 183 EYE 14
Zel sl _DFD ! skt =g = OR 1.2 U_2 @ Unaware of stored data
Q45 AWaltt Table 5.9 Table 6.+ AA 05 Unablet : 1
o5 & = . _5 : Unable to review persona
$18 E®] % data store®} external entityel OR |1.2.1) 7 o ation (data accuracy)
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Table 7. Misuse Case

Misuse

Specification
Case P

Tree : NC
Summary : The system providing
the service does not comply with
the security policy or the user
agreement, and the user’'s personal
information is leaked.

Primary misactor : A competent
inner / outer person, Security policy
maker, system operator

MUC
26 bfl.

Basic Flow :
Attacker accesses data store
related to compliance
bf2. Modify the compliance and
consent stored in the repository
bf3. Modified Compliance Leaks
User’s Personal Information
bf4. Personal information can be
leaked if the security policy is
determined but wrong or insufficient
in the implementation process

Result : Security policy errors can
affect all non-individual users
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N Pseudony | / Password
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3 #olsle= FAoltk. misuse case BE & improve | / Password
oksl AHEe B QAERS EEE o] 73} personal stealing
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A2k} 2 7AKe] ¥ Table 9.3+ 2}, n JMessage
Disclosure observation
o ¢ Data / Channel
Table 9. Mitigation Strategy OFlow observation
Misu Threat Mitigation | Requirement Message
se Tree Strateg to respond integrity
Case Leaf Node Y vulnerability
‘ Use Random L_g2 df8 : / No
Ie9: p login (future) . message
seudony g . Informati . .
Weak receiver integrity
password m/ / Password on
Changing guessing untrusted Hiding /Message
Personal Random observation
I el : Authenti . / Channel
Weak ut wentl login observation
cation / Password
username Method guessing Message
Toll - ch observation
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Table 10. Security Functional Requirements

Requirem
ent to
respond

SFR Description

When the
administrator
authentication

failure reaches the
set number of times
(default is 5 times
or less), the
identification and
authentication
function should be
deactivated for the
time set by the
authorized
administrator
(default 5 minutes
or more).

FIA_AFL.1

Account
lockout

If there is no
activity for a certain
period of time
(default 10 minutes
or less) after login,
you must perform
session lock or
session termination.

FTA SSL.1

FTA_SSL.3

Account FIA_UID.1 Identification and

identifica authentication

tion

FIA UAU.1

functions should be

provided to verify

the identity of the
administrator.

Basic
resource
consumpti
on

FPT FLS.1

FRU_FLT.2

Even if an error
occurs due to the
consumption of the
basic resource, the
function operation
must be accurately
maintained and the
state of safety must

be maintained.

FRU_RSA.2

The maximum and
minimum quotas for
the base resource
should be defined so
that basic resource
consumption does
not occur.

Applicatio
n
resource
consumpti
on

FPT FLS.1

FRU_FLT.2

Even if an error
occurs due to the
consumption of
application
resources, the
function operation
must be precisely
maintained and
maintained in a safe
state.

FRU_RSA.2

You should define
maximum and
minimum quotas for
application resources
so that basic
resource
consumption does
not occur.

Network
resource
consumpti
on

FPT FLS.1

FRU_FLT.2

Even if an error
occurs due to the
consumption of
network resources,
the function
operation must be
accurately
maintained and the
state must be
maintained in a safe
state.

FRU_RSA.2

The maximum and
minimum allocation
values for network
resources should be
defined so that basic
resource
consumption does
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not occur.

Message
integrity
vulnerabil
ity

FDP_SDI.2

The data stored in
the smart home hub
and the external IT
entity must be
provided with
integrity, and the
integrity check and
the corresponding
action must be
performed.

No
message
integrity

FDP_SDI.2

The data stored in
the smart home hub
and the external IT
entity must be
provided with
integrity, and the
integrity check and
the corresponding
action must be
performed.

special characters).

FIA UAUA4

The administrator’s
password should not
be hard-coded into
the product or
stored in plain text
(including simple
encoding).

FIA_UAU.7

In case of
identification and
authentication
failure, feedback on
the reason for
failure (eg ID error,
password error, etc.)
should not be
provided.

Password
stealing

FIA SOS.1

You must verify that
your passwords meet
the security criteria
(consisting of at
least 9 combinations
of three or more of
the following upper
and lower case
letters / numbers /
special characters).

FIA_ UAU A4

The administrator’s
password should not
be hard-coded into
the product or
stored in plain text
(including simple
encoding).

Random
login

FIA_SOS.1

You must verify that
your passwords meet
the security criteria
(consisting of at
least 9 combinations
of three or more of
the following upper
and lower case
letters / numbers /
special characters).

FIA UAU.7

In case of
identification and
authentication
failure, feedback on
the reason for
failure (eg ID error,
password error, etc.)
should not be
provided.

FIA UAU.7

In case of
identification and
authentication
failure, feedback on
the reason for
failure (eg ID error,
password error, etc.)
should not be
provided.

Password
guessing

FIA_SOS.1

You must verify that
your passwords meet
the security criteria
(consisting of at
least 9 combinations
of three or more of
the following upper
and lower case
letters / numbers /

APK
repacking

FPT_TST.1

You should provide
the ability to verify
the integrity of the
app itself through
an app self-test.

FCS CKM.1
FCS CKM.2

FCS CKM 4

Securely generate,
distribute and
dispose of the

encryption key to be
used for the app’s
electronic signature.

FCS_COP.1

When distributing
an app, it must be
verified that it is a
secure app through
digital signature
creation and
verification.

Deploying
phishing

FPT_TST.1

You should provide
the ability to verify
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the integrity of the audit data, etc.)
app itself through between physically
an app self-test. separated product
Securely generate, components.
FCS CKM.1 distribute and When smart home
dispose of the ) hubs reuse memory,
FCE CKM 2 encryption key to be Memory FPT RPL.1 they should detect
for the app’s reuse replay attacks and
apps | FCSCKM4 | used for th :
electronic signature. take action.
When distributing It should not be able
an app, it must be to acquire the basic
verified that it is a information existing
FCS COP.1 secure app through Metadata | FDP RIP.1 in the store of the
digital signature smart home hub and
creation and protect the residual
verification. information.
Confidentiality and Confidentiality and
integrity must be integrity must be
ensured through ensured through
Data encryption of encryption of
. FPT ITC.1 transport data . FPT ITC.1 transport data
collection . . RF signal . ..
in plain (security policies, capture (security policies,
toxt FPT ITT.1 control commands, FPT ITT.1 control commands,
audit data, etc.) audit data, etc.)
between physically between physically
separated product separated product
components. components.
Confidentiality and Confidentiality and
integrity must be integrity must be
ensured through ensured through
encryption of encryption of
Session FPT ITC.1 transport data RF signal | FPT ITC.1 transport data
acquisitio (security policies, modulatio (security policies,
n FPT_ITT.1 control commands, n FPTITT.1 control commands,
audit data, etc.) audit data, etc.)
between physically between physically
separated product separated product
components. components.
Confidentiality and Confidentiality and
integrity must be integrity must be
ensured through ensured through
encryption of encryption of
Message | FPT_ITC.1 transport data Control FPT_ITC.1 transport data
observati (security policies, packet (security policies,
on FPT ITT.1 control commands, capture FPT ITT.1 control commands,
audit data, etc.) audit data, etc.)
between physically between physically
separated product separated product
components. components.
Confidentiality and Elevation Unauthorized
integrity must be of privilege elevation
Channel' FPT ITC.1 ensured t.hrough privilege FDP ACC.2 should not occur
observati encryption of through - through full access
on FPT ITT.1 transport data system control between
(security policies, vulnerabil subject and object.
control commands, ity FDP_ACF.1 The access control
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function should be claims
performed based on
the security Extended
attributes so that ASE_ECD.1 | components
unauthorized definition
privilege elevation
should not occur. T
ASE_INT.1 |. .
introduction
4.2 HEFAFE i
seTAE ASE_OBJ 2 | Seeurity .
objectives security
B587ARKSecurity Assurance Requirements, Derived objectives
SAR)S 7} tiake] Helr|Go] HolEA 2A] o ASE_REQ.2 | security
nE glolsly] ste] Hadtow HQ3F QFAES requirements
A4gltt, CCRA §AA IRz 20154 o] F Security
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Class | Component | Description Document ATE_IND.2 testing -
sample
Security Security
ADV_ARC.1 | architecture | architecture o Vulnerability
~ : Vulnerabilit .
description | description AVA | AVA_VAN.2 analysis v analysis
documentation
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